This policy is provided as a general sample for the use and benefit of members of the Pennsylvania Association of REALTORS®.  Brokers should not adopt this policy as written, but instead may use the sample policy as the basis for drafting a full brokerage policy with input and advice from brokerage counsel.  This sample policy is not legal advice.

POLICY NAME:

Data Security and Confidentiality
POLICY TYPE: 

EFFECTIVE DATE:   
______________


PURPOSE:

To establish guidelines and rules for the licensees of Sample Real Estate to properly and securely acquire, use, store and discard data and information from or regarding consumers of real estate services.
POLICY:

All real estate consumer derived data that a licensee of Sample Real Estate receives, requests, uses, maintains, stores or discards shall be securely and confidentially  handled in strict compliance with all applicable laws including, but not limited to, the Real Estate Licensing and Registration Act and its accompanying regulations, the Fair Credit Reporting Act, the Breach of Personal Information Notification Act, and the Privacy of Social Security Numbers Act, as well as in compliance with all applicable portions of the National Association of REALTORS® Code of Ethics.
PROCEDURES:

In handling consumer derived data the following standards shall be followed by all licensees of Sample Real Estate:

1. A licensee shall not knowingly, during or following the termination of an agency relationship, reveal confidential client information (including confidential information from former clients) or use such confidential information to the advantage of a licensee or a third party except when the disclosure or use is made consistent with the provisions of this policy and:
a. with the consent of the client;

b. solely to another licensee or third party acting on behalf of the client and not for another party;

c. as required by law (for the handling of subpoenas refer to the separate Subpoena Policy of Sample Real Estate);

d. it is the intention of the client to commit a crime and the disclosure is believed necessary to prevent the crime; or

e. the information is used to defend the licensee or Sample Real Estate in a legal proceeding against an accusation of wrongful conduct.

2. A licensee shall not:
a. publicly post or display in any manner a consumer’s Social Security Number (SSN).

b. print a consumer’s SSN on any card required by the licensee to access the licensee’s services.

c. require a consumer to transmit his or her SSN over the internet unless the connection is secure or the SSN is sent in encrypted form.

d. require a consumer to use his or her SSN to access an Internet website owned, controlled or run by or for the licensee.

e. print a consumer’s SSN on any materials that are mailed to the consumer, except as may be required by law in which case the printed SSN may not be mailed in a form where the SSN can be seen prior to opening an envelope.
3. All licensees shall:
a. maintain all consumer derived data stored on paper or other tangible media in a secure manner, including, but not limited to, storing files in locked or otherwise secure storage areas and taking adequate precautions to secure the data when it is being physically transported.
b. maintain all electronic consumer derived data in a secure manner consistent with {the electronic security standards of Sample Real Estate set forth in Appendix “A” of this Policy} (or) {applicable industry standards on electronic security} (or) {reasonable electronic security practices}.

c. prevent access of unauthorized persons to computerized or other electronic data storage systems maintained by Sample Real Estate or the licensee through the use of adequate physical and electronic security measures necessary to prevent such access.

d. immediately report any actual or suspected breach or loss of consumer derived data, including the loss of a device that stores or allows access to such data (e.g. laptop computer, PDA, etc.), maintained by the licensee or Sample Real Estate in any form, to the supervising broker of Sample Real Estate and take all necessary steps to prevent further loss or breach of the data.
e. dispose of all consumer derived data in a secure manner which ensures that the information and data is permanently destroyed and/or otherwise made permanently inaccessible to any party.  No transaction or consumer records or information should be destroyed or disposed of unless and until such disposal is allowed under the Record Retention Policy of Sample Real Estate.
f. have all contracts between the licensee and any third party vendor, concerning the acquisition, storage, maintenance, use or disposal of consumer derived information, reviewed and approved by the supervising broker of Sample Real Estate before the licensee enters into any such contract.
4. Licensees shall, whenever possible, avoid the acquisition of consumer derived data that may be protected by law, including but not limited to SSN’s, government issued identification numbers such as driver license numbers, and credit, debit or other financial account numbers.  Even when the law allows a licensee to obtain or receive such data, a licensee of Sample Real Estate should accept or seek such data only when absolutely necessary.  When such data is requested or needed by a third party like a title insurance or mortgage company the consumer should be instructed to provide the information directly to the third party.  

5. The faxing of any consumer derived data is discouraged, but when necessary should be sent with a cover page clearly indicating that the contents are private and confidential and should only be sent to a fax number which the licensee reasonably believes is correct and secure.
DEFINITIONS:

Confidential Client Information - Non-public information obtained for, by or in regards to a current or former client of the licensee and/or Sample Real Estate during the course of an agency relationship, which could be used by the licensee or a third party to the current or future detriment of the client.  Examples include, but are not limited to, a client’s reasons for buying or selling real estate, a client’s financial information and/or consumer derived information as defined in this policy.

Consumer Derived Information – Data received by a licensee from, about or in regards to a consumer of real estate services which includes any personally identifiable combination of the following: 

1. the consumer’s first and last name or first initial and last name;

2. the consumer’s Social Security Number;

3. the consumer’s driver’s license number or other government issued identification number;

4. the account number for a credit or debit card or any other financial account of the consumer;

5. any consumer credit information including, but not limited to, a consumer’s credit/employment history report, a mortgage prequalification letter, and/or a mortgage commitment or denial document.  
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